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(54) TUNNEL COMMUNICATION METHOD 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a tunnel communication method by which the 
number of performing PPP LOP authentication sequence between a subscriber terminal 
equipment which constructs an L2TP network and an LNS (L2TP networ1< server) is 
reduced, in establishing a bulk communication by a multllink protocol of an L2TP (layer 2 
tunneling protocol) session. 

SOLUTION: In the L2TP network comprising the subscriber terminal equipment, an LAC 
(L2TP access concentrator) device, an L2TP tunnel switch device, and the LNS (L2TP 
network server) device, the L2TP tunnel switch device transmits parameters of a PPP 
LCP and a PPP authentication received from the LAC device by a proxy 
authentication/LCP (link control protocol) function to the LNS device by an AVP 
(attribute value pair) within a sequence signal of a session establishment protocol 
between the L2TP tunnel switch device and the LNS device, whereby the LNS device 
establishes the L2TP session between the subscriber terminal equipment and the LNS 
device. 
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[|f*«ll JPA#«*iSSi:. LAC (L2TP Acce 

ss Concentrator) WiWt. L2TP (Layer 2 Tunnel i 
ng Protocol) h >^>/U;^>f y'f'mSit. L N S (L2TP N 
etwork Server) ggt{^J:oT«^^tl5L2TP^{C 
fcV^T. SulGL 2TP yf-SB/^J^ yn:3f. 

• tr >r 3 >/ L C P (Proxy Authenti 

cation /Link Control Protocol) <SffitCj;oTLAC 

-t'^>=^v/3i— h $ti/^cP P P LCP (Point to Point 10 
Protocol Link Control Protocol) (ny<y ?^ RXf'P 

0§ftLfcm^<7)/°yp«-^^L 2TP 

h3/l'V"->^yy^ft-^l CCNrttOAVP (Attr 
ibute value Pair) J: o T L N S gSt-Cit L. 
NSi^B;6^. mjIfiL 2TP :y^;!)^?>SfflL 
JP A#ffi* ^ L A C S^B i: -e^^ li^v^oc- h ^ nfc P P 

[ff*«2l tuEPPP LCPC0/<^^-^^. Bu 

mLAcmmtmx^^M^mf)-hmm^^mLfzPP 
m^hmm^^it tfc p p p (DmrnrnmB^-ti-^ z, t 

[fi*JS 3 ] mifa P P P y X ^ >5r- V/ 3 ^'(T)/'^ 

[0 0 0 1 ] 

lmm(Om'r6mm^m] ^^^m^t. L2TP (Layer 
2 Tunneling Protocol) P^ltHU. L2TP 
cO«^^Srff/c^9«tg5:{i^fcL2TP h>^^^/!/:^^ 40 
SIB^{£ffl tfcL 2TPir-/>'3 VtDMP (Multilink 
protocol) {c:J;-5^^/i-^iiltSrplHgt-i-5 h>^-/^iiff 
#iCPPP LCP (Point to Point Protocol L 
ink Control Protocol) (Dy<y / JSi.'C^P P P ^t-"^ 
^^-r-f^— >3> (Point to PointProtocol Authentic 
ation ) (Dy<y;^—^(D&mi3&\zM'f'^h(r>X*h^o 

[0 0 0 21 Jii^L/cJ: h>^^-/^iiit:^ffi^iiffl1' 
^L2TPm\t. Elli^^-ri 51-. »PA#S*i^S3 
LAC (L2TP Access Concentrator) ^S4. 5 
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tl5L 2TP h^'^vP;?^-!' '>f-|?S2 
h t^k^i- 5 L N S (L2TP Network Server) 6 i: 

[0 0 0 3] 

mM^&m iie*<0L2TP :yf-SgS: 

tt. iii4[^^-rj:5t-. 5feTJPA#a*igat LAc^ 

Si:<7)FflT\ PPP(Dmm^^\B^ (LCP Conf Reques 
t) ^n\zni-^mmjZ^^iM^ (LPC Conf Ack) 

(LCP Conf Request) ^{C^i^PPP 
LCP<Diy-^:yy^l 0R1ICUAP^^U>''y (Chal 
lenge Handshake authentication Protocol Challeng 
e) m^^. ^(Om^\cn-t^lt^i'S^ (Chap Respons 
e) ^(DPPPyi-—±l^'T^^—^>By(Diy—^l^::^l 

-h^tl. d^\^^XLACmMtL2TPhy^-7\^y^^y 

'^mut<Dmx\ L2TP hy^-^i^(Dm^'y-^y^i 

2RXJ^L 2 T P± 3 l^(D^\Liy—^>:^ I 3lCj:o 
L2TP h:y^-/i^RXlL2TP±y^y3yf)'^^^L^ 
tl> 7jfc#'tCL2TP yf-i^giLNSSSa 
t<OfSXh. L2rPh>'^-^^<omtLi^—^y^l2R 
U^L 2TP"fe5/v^3 >'(05ti£'>— 1 3lCj:oTL 
2TP h>^-/^R'(IL2TP±yiy3yt^'^yL^tl. S 
mic. JPA#S*^fitLNSgStc0MtCT. PPP 
LCPcOiy—^^^:^ 1 ORU^P P P:^— irvr >r 
v/3 >'CDv/— 1 1 h^tlT. *P 

A#ffi*g« i L N S t (7)Fb^ t FbI 1 * S ^0 L 2 
TP-t^/>^3 >^;6^a3i:^tl. 2*a<nL2TP-1?5^v^3 

[0 0 0 4] ±a!LfcJ:5l-. ^£^(7) L 2 T P b v^vi- 
:y^^a^<£fflLfcL 2TPir:yv'3 V(7)MPl:: J: 

PPP LCPo/^°7;'-^s.^5P 

PP:t-ir>'7"^y-v'3>(7)/Ny^-^{t. L2TP 

PPP LCP/:t—±>'T^^ — y3y(Di^—^y:^ 
{z^^xn^j:t>ti^o ^(DtcMc^ JPA#«*i?^aJtL 
NS^at^^L 2 TPiryS/ 3 LA C3^a 

t L N S <^ 35^ t 7 ^ - ^ ^ v'^'- V 3 > /^)^ i^^^ 
^fj:fzi^^ MPI^ct^-^^/i-^iiftlrll^ti 9 ^-f 5* 

PPP LCP/:t~i?>X^^— >^3 ><^V— ^ 

^ If 4 HI ^ -r 5 i^:^ S fe 5 . 
[0 0 0 5] 

/Cct9(-s L 2T P-ty i/s ^(DMPtClctS^^/^^iiffl 
^myL-t^m-^iZ. PPP LCP/;r— irVx^^J^- 
i/3 >'(D>>->5r>';:^^t1-4[Hl^nL?:CJttl(f?'^ ^^i^^V^ 
f)K iiS<^PPP UP^mXh2\B\Lf)>PPP LCP 
/;f — -fe >X — V 3 y <D v/- ^ V;^ flllff ^ tlJi V ^ 
fcjs6. PPP<7^jli?^J-J:oTlt3|H]a±(OPPP LC 
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P ir >x -{r- 3 'y—^yT. Xz^^.-Q^ fa 

[0 0 0 61 :^w^m^m^. ±»L^c^^^s'^6o^JS 

Srfi?*-t-6fc*{c:. L2TP .y^i^BjJsy 
P^'> • ;^"^ir>'T->r 'i^— '>3 > (Proxy Authenticati 
on) /LCP«tg|Cj:oTLAC$^tt^^?>SffitfcPP 
P LC Pco/N'^pi—^^'St/P P P:t— ir>r ^^^•^v' 

LNS$£m(;iejgi-6:ii:T^PPP LCP/:^— Ir^^ 
x-Y^-v^a >'<7>v/-^>';^o|ltT[Hl|fc5ri^jbL. PP lO 
P<^*^^(cj:?3/^i^L 2TP h>'^vu:^^ ^yf^S^fiS:^ 
ffl U L 2 T P -fe 5/ v' 3 V (7)M P Id i 5 ^ </u ^ afS ^ 
tglc-rsr irSreWt LTV^5o 
[0 0 0 7] 

t:i*^?^fi> ADA#iffi*^Bi:. LACyS^tti:. L2T 

^ jx5L2TPjWtc:*5t/>T. mJieL 2TP h^^^-y^^^f 

P«Bg{-J:oTLAC^B^-e?iS«^tlTtfciPA#ffl 20 
*ilSt LACig^fiiT'^^^'v^jc- h^JxfcP P P L 
C POv^'y ;^-i5^St/P P P:^"-ir:^x>< ^r- v'3 >^co 

SrL 2TP y^iiat LNS^^BFpIOL 2 

TP-fer yv^3 VSr^Stii-^T'n h I 
CCNP^(OAVP (Attribute value Pair) (CioTL 
NS^BIceif L. fgLNSi^B;^^. SutEL 2TP h V 

^.=f'>ai— N^ttfcP P P LCP<D/n'vp<— ^SU^P 

P P;<j— irVx^^ — v^a ^{CioT^fjPA 30 

#«*i£B <t L N S «ar«1c^ L2TPir:y>'3>- StSSaI 

[0 0 0 8] L 2TP h>^^yUy^-r 

#^SS*$^B<t PPP LCP/^-ir^^x-T'^r— '>3 > 

i:?t< L 2TP-fe>>'>3 >Sr 

m;&s:icif9eii$^tL5PPP lcp(o/<7;<-^:r 

i;^ P p p !r >r 3 7 ^ - i?' fiiJE 3feto 

T'n^v'- ^-iry7^^>^-v/3 ^-/LCPtl^lSlC. 40 
L 2 TP hyt>/u;^-r yf-aSBi: LNS§3^B<t<OL 2 T 

XfeS I CCNrtOAVP (Attribute value Pair) (C 
J:oTea$ix5fcft. LNS^Bic#SiJ/j:|||S;5^^g 

[0 0 0 9] 

[0010] *Sffi(Dfl^fllT'li. [2 1 (0 i 5 IC L 2 T P 
^?iJfflLfcVPN (Virtual Private Network) fflt L 50 
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TOL 2TPP1 ^«^L. L 2TP h>'^/u;^>f i^f" 

S^S 2 (i^cD L 2 T P h 7 ^«)it^-r 5 g 
fflL. J!JDA«)ffi*$^S3i:LNS$gg6i:(7:>fflXPPP 
-t>7>-3 >(D^aS:tT^tV\ L AC^B4 i: LNSj^a 

[0 0 11] Il2fi*^0^(:iJ:5 h>^^/i^ffiffi;^ftSrl5i 

as i: L AC$^a4rBl<OP P P LC P/;d-— ir^'T'^r 

'>a VOv'— 1 5Jl7'n:^ > • irVT- 
^f V 3 V/L C PIShS. 1 6(iL ACS^a4 t L 2 
TP V^y^)V7.^ !y^3ga2W(7)L 2TP-fer5/i/3 
8. 9 (Illl^RS) ODfit^L. 17(iPPP LCPf^/^" 
7 7«-^$^SlI>*P PP irV'x^^^-v's >(7)/^^7« 

[0012] r (Odl 2 ll/T^f i 9 L 2 T P h >^^VU' 

:y^i^a2(c*3gi-5*^?^f7) h>^.;i.aft:^S;x 
fl. t'd^^^/ • fe>r>r ^^-'>3 :x/LCPafigi 
5i::J:oTLAC^B4;^^p3SmL/5:PPP LCPO 
(1) *«]lciS:«L/-cLCP(7)jggg^ 

*<f-^ (Initial Received LCP CONFREQ) , (2) ft^ 
l-illftLfcLCP<Dg^^g*{t-^ (Last Sent LCP CONF 
REQ) <!: (3) ftm{cS{tLfcLCP(^^gg®*:«-^ (L 
ast Received LCP CONFREQ) S.U^P P P:^— >x ^ 
-v/3 XOz-^yp^-^XfeS (4) ynaei/ . fe>' 
X-r v-a XT^^-f T'if-^ (Proxy Authen Type) , 
(5) yn:3ri/ • trVr^^-i/3 ^co^^^-^ft-^ 
(Proxy Authen Name) , (6) 'fu^-y* :^--^l^=r ^ 
— v^3 XD^-^ I^Vv^ff-^ (Proxy Authen Challeng 
e) . (7) yn^v- • fe^-x^^-'^a >^(OIDft-^ 
(Proxy Authen ID) t (8) 7" d • ir Vx ^ ^ 
— ^^3 VOlS^ft-^ (Proxy Authen Response) ^4rL 
2 T P h ^ y 2 ^ L N S ^^B 6 t(DL2 

I CCNP^(7)AVP(Ci:oTLNSS^B6tde 

[0 0 131 *%?^;-J:tlff. JnA#M*$^tt3i:LA 
C^S4rHlC0PPP LCP/:^— ir>-r>r ^-v^3 > 
(7)v->5ry;x.T*tT?t*:>nfcP P P LCPO^>7 7<— ^ 

AC^a47!)^bL2TP h>^^>/l-y^-Yy^^fl2-^. S 
tCL 2TP ';/^$?a2 7!)^5>LNS$?B6^ 

teit^ix^fci^lC. JPA#ag5fe^g 3 i: L 2 T P h V 
-/^|gS2XT/LNS$?B6rp1'ePPP LC 
y=r ^^-ys V<D 'y-^^yT^t^'iL^^X^fa < 
?t5a ioT. L2TP-fe5/v^3 VjiiUoffiS^tlSS 
T-fCi^i^lg/^ P P P LCP/;^—- trVT-^^^-— v-a >0 
i/— >5r>';^;55 1 (E]<b/^ «9 , L 2 T Pir y V(^MP{C 
J: 5 / <;u aft ic t> V/- >r > 2 iHl Xi^ tp c i: 
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[0 0 14] mc. mA^m^mw3f}^h(Dmms^m 

h^/i^ (MP) (ci5/<y^^aft;^^fT/c^*^ix6STco;^ 
[ 0 0 1 5 1 HI 3 ir^i- J: 9 {c. ®JDA#iffi*SB 3 

?:>PPP(^ggg^*{f-§' (LCP Conf Request) ;6^i2^ff$ 

PPP LCF y:t—±y'r ^ ^—i^B y(Diy'-^:y^ 
10, llT^^^ff^nx. PPP LCPcO/^y7<— ^ 10 

[0 0 16] *DA#^*Sfi3 i LACSS4rp1T'/'?y 
h^^^T tfc?5. ©LACgfi4Ji 
L2TP hy^/l^::^^ y^mW:2 t(r>mX-L2TP h> 
^^/\^(DmiLRiy L2TPir>;/v/3V ^ffllizli- ^tz^CD^ 

-^>>^12, 1 s^Htr-r^o ®^<^i:#LACgS 
4C0-7'c3^rv' • fe>x>i'^-'>3 ^-/LCP^fgl^l 

J:i9 v-^:/^ft-^(D I ccNrt(7)AVp;cj:oTJiiA 
fcPPP LCP(0/N7^-^S.tJ^PPP^-ir:/7'^ 

a2{c>ea^n5o 

[0 0 17] MIS(2>(CioTLAC^a4 t L 2 T P h 
y:^jl'7s^ 5^^gB2 i:(7)MT'L2TPir5/i/3>';55?6 
ALbfc^. @L 2TP h>^^vu;^>r :y^^B2ttLNS 
i^S 6 ^ CO W "t^ t L 2 T P h >^vK7)^3i:5:U^ L 2 T P 
•fe:^/S/3 Vc^fifcALv— >5r>x 1 2, la^HtfL. 
fiO^. >^>'::^ft-^<7) I CCNrt<7)AVP(c:c}:oTL 
ACSe4;0^e?g{tL^cAPA#ffi*SB3 i LACiSe 30 

4 torBi-e^^^^x^- h^tifcppp Lcpto/N^y 

- ^it>' P P P t Vt" V 3 7 y — ^ ?r 

LNSi^M6(ceai->5o 

[0 0 18] J!^_b(Cj:oT^PA*«*i^H3 ^ LNSil 
fie t(Omx i:^^(Dl. 2T V± y 'y-B V-hmtL-t^o 
rwST-tctr^it^nfcPPP LCP/::f-ir:/x^>5r 

— v^s >(0>^— ^>;^lll [ElTfo5o 2*gOL2TP 

±yi^Byhmm^Lxnt^t>n. ^(on±'^. i*i 

i:MP(cj:«9 L2TP-t ^i/'3 vcoy >-:^';d^miae>ix 
5o 40 
[0019] 
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LACS^S^^bL 2 TP h>^-/l-;^-r y^KSlCieit^ 
ttfcPPP LCP(O^Ny;^-^&t/PPP;^--ir:/x 

^n^fcfe. L2TPir:y>'3>;i^^3z-r54T*PPP 
L C P t Vt" 3 ><7) ^ > ;^ 1 [Hi 
^tT$tltvtf^<. -^(T^fci^lCL 2TP-ir:yv'3 V(7)M 
Pi-J:^/</^^iiffi ^C^DV^Tti^^^?iPPP LCP/ 
^2xx>r ->3 >'C0>— >>->;^H2[E]i:7^^>9. P 
P P(^^$^(:: J: bTL 2 T P h ^^vu-;^^ y^^W^^ 
fflLfcL 2 TP-fe:y v^3 ^^<;)M P ic J: 5/^/^^ fflffi 

[ElffioffiWcCIftPJl 

[mi] L2TPPSr«l|L. L 2 T P h :/:t^/^(0|i 
*1)SrtT^jr 5«tglr«;t5 L 2 T P h y^^;V7.^ y 

[m 2 ] h y^-j\^m{t:fj'^^mm'r^mxhi>o 

[1113] h>'t-ywiift:S-^^|l3^tfcL 2TP 

[04] t^3K(^L 2 TP hV^^/UX-Y :y^^B^^ffl 

1 L2TPffl 

2 L 2 T P h >^^vU;^-< ^y^i^g 

3 Jt}PA#S*K« 
4. 5 LAC^a 

6 LNSga 

7 L 2 T P h >^>yV 

8, 9 L 2 TPi?5/>'3 >^ 
10 PPP "LCPiDi^—^y:^ 

1 1 p p P;f— ir>x^ ^— v'3 

12 L 2 T P h^^vi^^Arvz-^^-;^ 

13 L2TP ir :y ^>3 

14 PPP LC P/;^-— feVx^-^r-v^g VtDv^- 

15 yp^V • J^-ir^T^-^-vs ^/LCPMbS 

16 L 2TPir:y'>3 >^t?)|fti[ 

17 PPP LC P(7)/N°^7<— ^Xt/P PP^^-ir^^ 
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